Andover Continuum

Area Purge

for Andover Continuum™

The Andover Continuum “Area Purge" utility purges (removes) selected personnel’s
access to areas in a facility based on cardholder inactivity for these areas during a
specified time period. The “Area Purge" utility not only limits the risk of unauthorized
card use, but is especially beneficial to larger facilities where cardholder database cleanup
can be extremely tedious and time-consuming. In today's world of heightened security
concerns, many corporations are now requiring this feature.

e Automatic Deletion of Access Privileges

B - The “Auto Purge" utility is extremely flexible. You can select different criteria and
ased on Inactivity

rules for your purges, and once configured, the system can run automatically or on an
as-needed (manual) basis. In addition, an “Area Purge Reports" application provides a
e Lessen Risk of Unauthorized Card Use variety of reporting options and e-mailing capability.

_ The “Area Purge” utility uses (and requires) the Andover Continuum *“Access Event
* Overall System Security Increased Archiver” database as the source of access event information, along with Andover
Continuum CyberStation workstation to perform area purgings.

* Flexible Setup Allows Multiple Purge Rules

and Schedules AUTO AREA PURGING
Using the automatic purging feature, access privileges can be removed from cardholders
who have not used their cards in the selected areas during a specified time period; for
example, in the last six months, using pre-scheduled purge dates and/or frequencies.
Using an easy-to-use point-and-click on-screen configuration screen, “purge areas”
can be selected individually or in groups and specific cardholders can be excluded from
the purge process. A manual “Purge Now" feature, with password protection, is also
available.

e Tremendous Time Savings Compared to
Manual Database Cleanup

e Automatic and Manual Purge Routines

* View, E-mail Reports to Confirm

e
Purge Results o - ——
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AREA PURGE REPORTS
The "“Area Purge
Reports" application
provides a wide variety

of reporting options. | R = .
You can produce reports | Saait P [ -

on specific (or all) sites,
areas, and cardholders,
check the status of
scheduled purges, and
preview upcoming
scheduled purges. The
user-friendly report
configuration screen
features calendar and

Continuwum Site Purge Report
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time controls that allow — Smte e
you to quickly narrow or broaden your ?LT!‘““'"L"E:: P
report time frame. Additionally, you can P a8 e

print or e-mail any report.

Area Purge Report Screen and Site Purge Report

AREA UNPURGE

In the unlikely event that certain
cardholders are purged inadvertently, an
“Area UnPurge" feature allows you to
quickly and easily restore purged areas
and schedules. Performing an “UnPurge”
is as easy as running a report to select
the cardholder’s areas and clicking on the
“UnPurge" button.
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